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SOLUTION BRIEF

  Vulnerability Scanning

Your website and web applications are vital to your organization 
and keeping them safe and secure is key.
Your organization’s reputation depends on it.
 
With the Envigilant Systems Web Vulnerability Scanner, your site 
is tested and validated across all levels of the web application 
technology stack utilizing the latest threat metrics and 
vulnerability data. With regular scanning of your web site and 
web applications, you can be confident that your site is ready to 
face today’s top security threats.

Regularly scheduled and ad-hoc full-scans of your web applications ensure that your applications 
are tested and validated safe and secure as your site data, applications, and code change over time. 
When security weaknesses are identified, the Envigilant Systems team can provide solutions for 
remediating and protecting yourself. On-demand follow-up rescans allow you to verify that any security 
vulnerabilities have been resolved.

With scanning options for internally (development, staging, sandbox) and externally (production, 
customer-facing) hosted sites and applications, you can identify and remediate all security vulnerabilities 
at all stages in the web site or web application lifecycle.

A monthly scan for the next 12 months will then be executed to ensure it is still safe.

The Envigilant Systems Web Vulnerability Scanner is the solution to your web security needs.
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SOLUTION BRIEF  -  URL Vulnerability Testing Solution

•	 Cross-site Scripting Vulnerability Test 
•	 SQL/ORM/HTML/LDAP Injection Test
•	 Brute-Force Access Test
•	 SSL / Certificate Validation Testing
•	 Unauthorized Administrative Access Test
•	 Port/Protocol Scanning
•	 Session Termination Testing
•	 Unsecure Cryptographic Algorithm Usage Test
•	 Site Crawl for Metafiles and Other Key Data

Web Application Vulnerability Testing

•	 Analysis of Findings and Results
•	 Report of Exploitable Vulnerabilities
•	 Data Correlation of Identified Risks and Vulnerabilities
•	 Recommendation of Security Improvements, Remediations, and 

Countermeasures
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Service details and reports delivered 

About Us

Envigilant Systems is a business unit within Allied Telesis that has engineering 
capabilities to build IoT and Cyber Security solutions for manufacturing, 
transportation, and smart building applications. Backed by 30+ years’ 
experience building secure, reliable networks, Envigilant Systems is ideally 
placed to design, implement and provide services for tailored solutions to meet 
demanding requirements. With a global sales and support network, Envigilant 
Systems is solving challenging IT problems worldwide.
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